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PRIVACY POLICY
FOR MOBILE APPLICATION

"E100MOBILEAPP"

The  authorized  person  for  the  processing  of  your  personal  data  (the  administrator  of
personal data) that can be provided by you while using the Mobile application "e100mobileapp"
(hereinafter  called  the  «Application»),  is  LLC  "Eurasian  Processing  Company",  registration
number 192009206,  224030, Republic  of  Belarus,  Brest,  Sovetskaya str.,  83,  info@epc-it.by
(hereinafter called the «Company», «We», ).

We are committed to respecting your privacy and ensuring the transparency of our data
processing methods.

The Company has the right to collect, process, store, use and disclose personal information
collected  by the  Application  under  the  terms  of  this  Policy.  The Company has  the  right  to
determine the purposes and amount of processing of personal data collected in the Application,
on the terms of this Policy.

Our processing of data for EU users means the transfer of data to third countries.  The
Administrator  ensures  that  the  transfer  of  data  to  third  countries  complies  with  established
standards,  respects  internal  confidentiality  and  data  transfer  rules  and  applies  data  transfer
security measures.

The fact that you use the Application confirms your unconditional consent to the content of
this Policy. This Privacy Policy may be amended. If changes are made, the current version will
be posted in the Application or otherwise made available to you for review. If you continue to
use the Application after the effective date of the updated version of the Privacy Policy, you will
be deemed to have accepted the Privacy Policy as amended.

For the purposes of this Policy, our website is www.e100.eu.

1. COLLECTED INFORMATION
A. INFORMATION THAT WE MAY RECEIVE

As a service provider, We are entitled to interact directly with you and you, in turn, are entitled
to provide us with your personal data as part of this interaction.
Since providing data to us, the data subject ceases to be anonymous.
The types of personal data that We may receive and process on various legal grounds:
- Information about the applicant (for example, first and last name, date of birth)
- Contact information (for example, email address, phone number)
- Business contact information (for example, position, organization name, fuel card number)
- User name and password
- Unique identifier of the mobile device
- Certain IP addresses that allow you to qualify them as personal information
- Data on the geographical location
- Other information

All information you provide to us using the Application is automatically uploaded to our
servers and stored there as a duplicate of the information stored on your device. If you delete the
data from your account, you will no longer see it in the Application, but some backup data may
remain in our archives on the servers.

B. . INFORMATION THAT IS AUTOMATICALLY COLLECTED
When you  access  or  use  the  Application,  we may  automatically  collect  the  following

information:



• Device and Mobile number information: We collect information about the mobile device
and  mobile  number  that  you  use  to  access  the  Application,  including  the  hardware  model,
operating system and version, unique device identifiers and mobile network information;

•  Information  collected  by  cookies  and  other  tracking  technologies:  We  use  various
technologies to collect information about your use of the Application, tracking interaction with
specific functions, etc. In order to collect this information, we may send cookies to your mobile
device using this Application. Cookies are small data files that are stored on your hard drive or
device memory;

• Geolocation.  We collect your unique user ID and your location using GPS, Wi-Fi or
wireless  network  triangulation  to  determine  your  location  for  the  purposes  of  providing our
Services. We will transmit your current location to the Client's Account hosted on our website. If
you disable geo-data transfer, we will not be able to transmit your location information to the
Client's  Account;  however,  we  will  continue  to  collect  information  about  your  location  to
provide Services.

2. HOW WE USE THE INFORMATION
We use the information received from or provided by you for the following purposes:
• to provide you with services. For example, we use your location and route to calculate

available liters  of fuel and fuel prices, or to display the location of the fuel card user in the
Personal Account for security purposes;

• to manage the Application, as well as to improve and customize the Application;
• to provide you with support and handle queries and complaints;
• to send you updates, notifications, announcements and additional information related to

the Application;
• to display or send you marketing and advertising materials when you use the Application,
• to improve the experience of other users. For example, we may use information about

your location, as well as your data, to operate, maintain and provide you and other users with the
functions and features of the Application;

•  to  share  your  data  with  other  users  of  the  Services  and to  facilitate  communication
between you and other users;

• to contact you when we deem it necessary;
• to prevent fraud, misappropriation, violations, identity theft and other illegal actions, as

well as the misuse of the Application;
• to eliminate breakdowns and malfunctions;
• to be able to take any action in any dispute or legal proceeding of any kind between you

and the owner of the Application, or between you and other users or third parties in relation to or
in connection with the Application;

• to analyse, operate, maintain and improve the Application and the website;
•  to  customise  the  content  that  you see  when  using  the  Application  and  the  Personal

Account;
• to provide and deliver the goods and services you request, process transactions and send

you relevant information, including confirmations and reminders;
• to identify the user of the Personal Account;
•  to  send  you  technical  notifications,  updates,  security  alerts,  as  well  as  support  and

administrative messages;
• to respond to your comments, questions and requests and provide customer service;
•  to monitor and analyse usage trends and activities relating to our Application;
• for analytics in order to provide you with better services;
• for any other purposes disclosed to you during the collection of information.

3. SHARING OF INFORMATION
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We do not sell or otherwise disclose the personal data of our users that we collect, except
as described herein or disclosed to the user at the time of data collection. We exchange data for
the purpose of providing services or performing other actions as part of a business relationship.
In accordance with the principles of data transfer to third countries, we may transfer the personal
data we collect to the group's companies, commercial branches, subsidiaries, sellers, suppliers
and other organisations involved in the process of contracting with E100 Group clients. We may
also share this data with our service providers who perform services on our behalf. We do not
authorize such service providers to use or disclose this data other than as necessary to perform
certain services on our behalf or to comply with legal requirements. We require such service
providers,  within the framework of  their  contract,  to adequately  protect  the confidential  and
personal information that they process on our behalf.

We may share data with business partners with whom we do business. These business
partners may contact the user regarding products or services in which the user may be interested.
Such third parties may use personal data in accordance with their own privacy policies.

We reserve the right to transfer personal data in the event of the sale or transfer of all or
part of our business or assets.

We have the right to publish your reviews and comments online on our website or in the
Application.

With the exception  of the cases described above, we will  not  disclose the information
received to third parties, except in cases where this is required by law or by a court decision, or
by our own decision, if this is necessary for

Except as described above, we will not disclose the information we obtain to third parties
unless required to do so by law or court decision, or by our own decision if necessary to (a)
comply with the law, to comply with a court decision, or in order to prevent the commission of
unlawful acts; (b) to enforce our terms of use, to take measures to prevent violations and incur
liability, to verify and defend against any claims or accusations, or to protect the security and
integrity of our Application or webs ite; (c) to exercise or protect the rights of the copyright
holder of the Application or the security of the Application, Users or others.

4. PERSONAL DATA STORAGE
The period during which we process the data does not exceed the period necessary for the

purposes  for  which  this  data  is  processed,  so  some of  the  data  we  process  can  be  deleted
immediately, and some of the data can be stored for a longer period of time. In order to provide
services, we have the right to store your personal data for the following period of time:

- personal data of the user - for the entire time while the User of Application performs a
labor function for the E100 Client;

SAVED INFORMATION
Please note that we have the right to retain certain information after deleting your account.

We reserve the right to use your data in any collection of merged data after you have deleted
your account, however, we ensure that the use of such information will not allow you to be
identified.

5. YOUR RIGHTS REGARDING THE PROTECTION OF PERSONAL DATA
In connection with the protection of your personal data, you have the right to:

1) be informed about the amount of processing of your personal data;
2) access the content of your personal data;
3) request correction of incorrect, inaccurate or incomplete data;
4) require the deletion of data or restriction of their processing in cases provided by law;
5) obtain a copy of your data, including for the purpose of sending it to another administrator;
6) object at any time to the processing of your personal data - for reasons related to your specific
situation;
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7) file a complaint with the supervisory authority regarding the processing of personal data, if
you believe that the processing of your personal data was carried out in violation of the law.

6. YOUR CHOICE ABOUT INFORMATION
You have the right to refuse to provide any information, but in this case we will not be able

to provide you with all our services.
Changing your account information and settings:
You cannot change your account details or password by logging into your account in the

Application. If you have any intentions to review or change your account details, you can contact
us: info@epc-it.by.

Third-party tracking:
You have the right to refuse to share your location data with the Client's account on our

website  by  changing  the  settings  on  your  mobile  device  to  prohibit  the  Application  from
collecting data about your location, or you can disable the location services in your account in
the Application.  Please note that  in  this  case,  the Application  may not provide you with all
possible services if you disable access to location data via your device settings or application.

Deleting an account and information:
If you intend to delete your account, please contact us: info@epc-it.by.

7. SECURITY
The Company takes care of the security of your information and uses reasonable physical,

administrative and technological security measures to maintain the integrity and security of all
information that we collect and share with our service providers and clients.

However, no security system is impenetrable and we cannot guarantee the security of our
systems 100%. In the event that any information under our control is compromised as a result of
a breach of security, we will take reasonable steps to investigate the situation and, if necessary,
notify those whose information may have been compromised and take other action.

8. CHILDREN'S PRIVACY
The  Application is  not  intended  for  children  and we do not  collect  information  about

children intentionally.

9. THIRD-PARTY LINKS
We are not responsible for the methods used by the websites or services connected to the

Application, as well as for the information or content contained therein. When you use a link to
go from the Application to another website, remember that our Privacy Policy does not apply to
third-party websites or services. Your browsing and interaction with any third-party website or
service, including those linked to on our website, is governed by the third party's own rules and
policies. Please read these rules and policies before proceeding use.

10. JURISDICTION
The company is  located  in  the  Republic  of  Belarus  and the  information  we collect  is

governed by the laws of the Republic of Belarus. Please note that Belarusian law and laws of
other countries may not provide the protection that the laws of your jurisdiction provide.

11. CONTACT US
If  you  would  like  to  update  your  information,  remove  your  account,  change  your

preferences  or  you have  any questions  or  concerns  about  your  privacy  you can  contact  us:
info@epc-it.by.
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Please  note  that  some  information  may  remain  in  our  records  after  deletion  of  your
account, including any information or records that we are required to retain or we have decided
to keep for legitimate business purposes.
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